


database, would be for that database to also link his registry ID number to the RFID tag 

IDS previously linked to his name. That way when the tag ID number currently being 

scanned by the RFID reader reached the database level, it would be known that the other 

tags on his person should not be linked to his identity. Questions arise as to whether such 

a database of RFID tag information will exist in the future, and if so, who will have 

access to this database. The EPCglobal Network is a system being set up with the goal of 

connecting servers holding information relating to EPC RFID-tagged items. As part of 

the network, the ONS could be queried for the IP address of information relating to a 

particular tag's EPC number. The information would be available to trading partners 

within the network (EPCglobal 2004). Since through this network, data could be shared 

with other business entities and would be accessible through the Internet, the possibility 

of widespread access to a tagged item's history and last known location exists. Although 

sharing of the data contained within the network may initially be limited to business 

partners, the question of who potentially will be able to access the network in the future 

should be addressed, as data collected for one purpose is often used for many other 

purposes or shared with other entities at a later date, perhaps among those who later form 

business alliances. 

If an individual chooses to allow no linking by others of tag data to his name, he 

may not be able to link his identity to a RFID tag's unique ID at a later date. This might 

affect a person's ability to reliably prove a particular item belonged to him in the event 

that the tagged item was stolen and later recovered. However, if the linking by others of 

tag IDS to a person were banned, the tags would still be useful for most purposes to which 

one wanted to put them. For example, if an individual had a personal RFID reader in his 



home he could still read the tags of items in his pantry, refrigerator, and closet. His 

identity does not need to be linked to the specific jar of peanut butter for him to take an 

inventory of his pantry. Also, since the person would have the ability to read his own tags 

at any time he desired, he could record the tag IDS of various items, perhaps to inventory 

his possessions for insurance purposes. Thus the shortcoming of not being able to tie an 

object to himself is readily overcome by taking an automated inventory of all his 

possessions through use of an RFID reader and keeping the resulting inventory in a 

secure place, whether lockbox, his sister's freezer, or his brother's external hard drive. 

One major benefit of a Do Not Link Registry approach to privacy is that it would 

not require any change to the RFID technology itself. This is important since 

modifications to technology after implementation are often costly in terms of both time 

and money. Likewise, future developments in RFID technology should not prevent 

implementation of the Do Not Link Registry. 

Another benefit is that the registry would provide a legal basis for compliance and 

action against violators of the regulations. In order to take action against violators, one 

would need to realize that a violation had occurred. Perhaps one way to recognize the 

occurrence of linking would be if a person received a special "Welcome Mary Smith" 

message or a discount offer as she walked by a store. Mary may know that she has never 

allowed any of her purchases to be linked. However, even if the store checked and found 

Mary to be on the Do Not Link list, they would be allowed to assume that she may have 

opted to allow some items to be tracked and therefore the store appears to be doing 

nothing wrong from its perspective. It may be difficult for Mary to identify and prove 

who specifically was responsible for linking her RFID tag data to her identity in the first 



place. One possibility is for individuals or investigators to record where items are 

purchased, perhaps by scanning the RFID tags in the items with a personal RFID reader, 

then, downloading the tags' ID numbers to a personal computer and storing them with the 

purchase locations. Then if identifying greetings or discounts based on profile were 

offered, she could use the knowledge of where the items she was wearing or carrying 

were purchased to go after specific companies. Pursuing violations could lead to 

subpoenas of suspect databases and massive claims against corporations, which might 

prove to be a large deterrent to potential commercial offenders. 

Linking the tag to an identity may have occurred at a time after purchase, which 

potentially could be dealt with through scan logs - recording all RFID reader scans on a 

portable device such as a cell phone (Reiback et al. 2005). The device might require the 

use of a "tag emulator" such as has been developed at the MIT Auto-ID lab. The "tag 

emulator" would act like a tag, listening and decoding reader communications, so that 

these could be recorded (Reiback et al. 2005). Currently the reader-to-tag protocol does 

not include a reader ID or a data collector ID, necessary for knowing who is collecting 

and recording the tag data. As discussed in section 5.3.1, Floerkemeier et al. (2004) 

propose inserting these into the protocol, along with other data. Then the individual could 

have a record of who has been collecting data. These scan logs could be downloaded to a 

home computer. 

A number of issues arise in identifying violators through the recording of scan 

logs. Firstly, these scan logs would involve recording and storing a huge amount of data 

if readers were to saturate the daily environment. It would probably be necessary to 

download the scan logs every day, depending on the storage capacity of the portable 



device, which would be inconvenient. Storage of the daily scans on a home computer 

might also consume a large amount of memory. Secondly, to include a reader ID and a 

data, collector ID in the reader-to-tag protocol would require a change to current WID 

standards and possibly necessitate the registration of readers, perhaps imposed through 

legal requirements. Standards committees may be reluctant to include these IDS absent a 

law compelling them to do so. Thirdly, the individual would have the problem of 

searching through all her records to figure out when the linking took place and by whom. 

A person would have to record what she wore each day and store that data along with the 

scan logs. Then she would have to search her records to determine the days on which she 

wore the same tags as the day she was offered a discount or through some event became 

aware that linking to her identity had occurred. In the end a person may not be able to 

prove that a specific entity linked a tag to her identity, but only that a scan of the tag data 

occurred at specific times and locations and who initiated the scans. However, an 

investigator looking for widespread abuses by corporate entities in order to pursue class 

action suits would probably be able to accumulate a preponderance of evidence to make 

their case without an overly heavy investigative burden. 

6.3.2.6 Recommendations 

The chosen recommendations not only provide an individual the ability to "opt- 

out" of the linking of his identity to specific RFID tags, they also afford him the 

opportunity to "opt-in" when he so desires. Additionally, they include a verification of 

identity at the outset of the registration process, limiting the potential for registering 

under false identities. Integration of a law disallowing the linking of an individual's name 



to items he has purchased, or linking his name to RFID-tagged items observed on his 

person, provides a legal foundation for the registry that allows action against violations of 

the law. 

6.3.2.6.1 Registration Process Recommendation 

Based on the material outlined in the above sections, it appears that registration 

option 4A would work the best from both technological efficiency and practical 

perspectives, in order to facilitate the most widespread use of the registry. Verification of 

identity at the time of registration provides a safeguard against false registrations and 

could either be implemented at a minimal level through requirement of a nominal fee 

charged to a credit card linked to the registrant's name, or a higher level through the 

collection and recording of the registrant's biometric data. When considering which level 

would be deemed acceptable by the majority, there is a tradeoff between ease of 

registration access and a more secure system to verify identity. The minimal level of 

verification provides easier access. Individuals could register on a website or telephone 

the registry at their convenience if the only verification required was a credit card charge 

with a match of first and last names in the registry with a match of first and last names on 

the credit card. A requirement to travel to a specific location such as a public office (e.g. 

DMV) could prove difficult for some individuals and would involve a greater time 

commitment. 

The level of difficulty and the time required for registering on the Do Not Link 

list would no doubt influence the number of individuals who chose to register. However, 

providing the option of registering at a public office would give individuals who do not 



have a credit card with which to register online or over the phone the ability to register in 

person through presentation of one or more forms of identification. Also, individuals with 

a greater concern for identity verification may prefer the use of biometric identifiers such 

as a photograph or fingerprint. However, there is also a need to balance a high level of 

identity verification with concern over storage of and access to biometric data, data that 

would be very enticing to identity thieves. Additionally, a system incorporating biometric 

data would involve more complexity in system architecture, as the biometric data would 

need to be collected and then transmitted to the registry in a secure manner. The cost of 

purchasing and installing data collection equipment into a public office would no doubt 

be quite high, in addition to the cost of training equipment operators and maintenance of 

the equipment, hardware and software. Therefore, designating the DMV as a potential 

biometric data collection site seems reasonable, since most if not all of those offices 

already have the equipment to collect at least one form of biometric data (e.g. digital 

photo). 

The chosen approach should attempt to provide the best option for the majority 

while allowing personal choice when possible. Ease of access to registration is perhaps in 

the best interest of individuals. Therefore, identity verification through requiring a credit 

card transaction at registration may be the best approach, if a choice has to be made of 

one approach over the other. It is after all credit card transactions rather than cash 

transactions that allow most linking to occur, and thus parties with credit cards already 

are those who would be most interested in registering. Increased use of biometrics would 

be best incorporated by allowing Do IVot Link registrations to be incorporated as part of 

the state driver's license application and renewal processes. Due to the less complex 



nature of identity verification by credit card transaction validation, beginning with this 

approach seems reasonable, with the goal of adding other options later on, such as 

allowing the capture of biometric data if individuals so desire. Also to be implemented is 

a means of ensuring that all individuals, whether possessing credit cards and drivers' 

licenses or not, have access to the registration process. An example of the website 

registration form for the recommended Do Not Link registration process is illustrated in 

Figure 1. 



National Do Not Link Registry 

Those supplying false or misleading information will be in violation of a federal offense 
and subject to the full prosecution o f  the law (U.S. Code xxxx) 

The Do Not Link Registry provides you with a computer readable identification number and 
identification card that places businesses and government agencies on notice that they may not 
link your identity to products containing radio frequency identification tags without your explicit 
permission. 

To register you must enter the following information: 

First name: 

Middle name: 

Last name: 

Address line 1 

Address line 2 

City: 

State: 

Zip code: 

Email address*: 

*An email address is collected so that a confirmation of your registration may be sent to you via email 
within 24 hours. If you do not receive an email confirming your registration within that time period, contact 
us at help@DoNotLink.org or by calling us toll-free at xxxx. 

Please provide at least one form of ID**: 

Driver's license number 

State I.D. number 

Passport number 

**Provision of this form of ID is optional. It is an additional means of verifying identity at the 
time of registration, if desired by the registrant. 

Figure 1. Website form for recommended D o  Not Link registration process. 



Credit card information: 

A fee of $5 will be charged to your credit card as part of the registration process. The credit card 
used must be in your own name. Use your name below exactly as it appears on your credit card. 
The first and last name below may NOT be different from that listed above. 

First name: 

Middle name: 1 
Last name: 

Address line 1 

Address line 2 

City: 

State: 

Zip code: r 
Type of card: 0 Visa 

0 Mastercard 

Iscover 0 D' 

0 American Express 

Credit card number: c 
Expiration date: 

0 I agree to pay the $5 charge required to process my registration. 

0 I certify that to the best of my knowledge all information provided on this form is 
accurate and does not contain any falsehoods or misrepresentations. Further, I grant 
permission for registry officials to verify that the form of identification I provided is 
legitimate. I understand that supplying false information or misrepresenting my true 
identity may lead to fines andlor criminal charges. 

Submit 1 
Figure 1 (cont.). Website form for recommended Do Not Link registration process. 



6.3.2.6.2 Transaction Process Recommendation 

Option 4 provides the best choice for transaction process as well. Under this 

option every business would be responsible for making sure that no linking to individuals 

in the registry occurs without their explicit permission. This would incentivize businesses 

to make the "opt-inn/"opt-out" process efficient. 

It seems appropriate to require businesses to check whether or not a person is on 

the Do Not Link list, as businesses are the ones actually collecting the data at the point of 

sale. This of course would only be efficient if done in a completely automated fashion. 

Imposing the requirement would force the process to become efficient. Even though all 

stores would be bound legally to enforce the Do Not Link Registry requirements, the 

credit card companies may find it more efficient to embed Do Not Link numbers in their 

cards and do this checking as part of the automated transaction process. Ultimately, credit 

card companies, stores, and all other parties would be bound by the Do Not Link Registry 

list. If one of these entities is unwilling to share who is or who is not on the Do Not Link 

list with the other entities, each entity would be responsible for checking the registry 

independently. The market would eventually arrive at a solution among credit card 

companies and retail stores. An action flowchart of how the recommended transaction 

process would proceed is illustrated in Figure 2. 
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Figure 2. Action flowchart of recommended transaction process. 



6.4 Contractual Approach to Autonomous Location Privacy Protection 

Autonomy would mean that individuals had options as to how they desired their 

personal information to be handled, so as to gain control over that information. To 

provide those choices or options in a location-based service context, Bhaduri and Onsrud 

(2002) propose the application of a universal contract model that puts control over release 

of personal location information into the hands of an individual (Bhaduri 2003). The 

theory is that a market solution that allows users to choose and readily alter their privacy 

preferences under continually changing circumstances will be more successful in the 

market than location services that don't offer this capability. Herein proposed is the 

extension of that concept to a RFID environment, allowing individuals who have 

registered in the Do Not Link Registry to temporarily "opt-in" to RFID data collection 

when they desire to do so, and under what standard contract conditions they desire. 

A market solution might be based on incentives, such as if an individual allows 

personal tracking in exchange for discounts on goods or services. By permitting an 

individual to decide whether and to what extent to allow tracking, this places the 

obligation for protecting privacy on the individual, but also empowers the individual with 

autonomy to decide. Since the universal contract model would promote the achievement 

of each individual's personal preferences, people would likely choose this market 

solution over others, resulting in a market that naturally gravitates towards an 

environment that would protect privacy responsive to the comfort level of each 

individual. 



6.4.1 "Opting-In" On-The-Ply: Considerations for System Design 

In order for this on-the-fly system to function efficiently in providing privacy 

protection, a universal contract model needs to be developed. A contract lays out the 

rights and responsibilities of all parties involved. In this case, it is the rights of the 

individual consumer and the rights of the business (e.g. grocery store) or the provider of 

some service. Use of a contract would facilitate growth within the industry as individuals 

would be more apt to "opt-in" if they knew they had some legal recourse if the contract 

was breached. A uniform contract employed across industry would allow for easier 

integration of services between various business entities and their customers. 

Additionally, there would be less confusion for individuals as they would not have to 

keep track of numerous contracts with varying structures. 

When considering contract parameters, one issue to be addressed regards the 

length of time data could be stored. If an individual "opted-in" for a specific service or 

discount, would the data collected be stored temporarily or retained for all time? 

Incorporated in the Do Not Link enabling legislation might be a provision stipulating that 

the link of a RFID tag to a name was to be expunged after a certain time period or 

perhaps after a service was completed, unless the Do Not Link registered user explicitly 

agreed to a different time period. Perhaps the standard industry contract could also allow 

the consumer to change her retention length preferences on a daily basis. 

In the grocery store scenario where a customer is purchasing goods, a contract 

with default settings might apply when the customer agrees to "opt-in" for a discount on 

the purchased goods. However, when signing up for some type of service there could be 

more opportunity to create a contract specifying one's preferences. In this case, one 



might make decisions not only on the length of data retention, but what data could be 

collected, and the purpose to which it could be put. If the consumer is given the ability to 

set and, change her preferences as she so desires, the core ethical principle of individual 

autonomy is supported. 

6.4.2 "Opting-In" for Services 

Myriad applications are envisioned for RFID technology. Previously discussed 

was the scenario of "opting-in" for discounts at the grocery store. "Opting-in" for 

services is another possibility. One proposed service involves providing information to 

the user based on location of personal belongings, such as reminding the user not to leave 

her umbrella on the train, or informing her of where she can find a taxi or bus at the train 

station through use of an RFID enabled cellular phone with Internet access (Shimizu et 

al. 2005). The potential applications for RFID technology appear endless. However, with 

the creation of a Do Not Link Registry, along with laws limiting RFID data linking and 

the ability of individuals to "opt-in" for services or discounts, privacy protection that 

facilitates personal choice may be possible even in a RFID laden environment. 



Chapter 7 

CONCLUSIONS AND FUTURE WORK 

This thesis highlights the problem of privacy loss within a milieu of ever 

expanding surveillance and tracking technologies, examines privacy protection methods 

proposed by others, and presents a recommended approach to personal privacy protection 

within a pervasive RFID environment. The recommended approach merges both legal 

and technological means of privacy protection, enabling individual control over the 

decision of whether or not to allow linking of RFID tag data to personal identity. This 

chapter provides a thesis summary, discusses the conclusions reached, and outlines 

potential future work. 

7.1 Summary 

Privacy has become a matter of great concern to individuals, especially in light of 

the many recent data privacy breaches involving the records of data warehouses, credit 

card companies, or other entities. Although surveillance technologies have become a 

common element of daily life, their increasing capacity to track when an individual is at a 

specific location and even what she bought at that location, has heightened concerns over 

privacy. Moreover, RFID technology could facilitate the continuous tracking of 

individuals through the RFID-tagged items they are wearing or carrying, and that data 

could be merged with other personal information, raising the potential privacy threat 

level to a new high. 



In order to lay the foundation for a discussion of privacy and the pursuit of a 

solution for preventing privacy loss, this thesis defined privacy from various perspectives 

and presented issues relating to privacy both in general aspects and specifically to 

location-based privacy. An examination was made of proposed methods of protecting 

privacy through both legal and teclmological means. 

To find a privacy solution within RFID environments, one must first understand 

the technology. Therefore, the components of a RFID system and the operation of a RFID 

system were covered. A discussion was provided on the privacy issues relating to RFID 

technology and how they differ from issues arising through use of other technologies. A 

discussion was also included on how current and future uses of W I D  technology raise 

specific concerns relating to privacy. 

As legal or technological approaches on their own do not provide a total solution 

to privacy protection, a better solution may be reached by combining these approaches 

through a contractual relationship between data collectors and consumers, with 

technology designed to enforce the contract. By allowing consumers to contract with data 

collectors as to how much or when data may be collected, they have the option of setting 

their own privacy preferences, thus promoting individual autonomy. 

The privacy protection model presented in this thesis allows consumers to choose 

whether they want the RFID tags embedded in items they purchase to be linked to their 

identities. The opportunity to register on a centralized list that provides notice of an 

individual's desire not to have this linking take place, legally supported through privacy 

law, would provide this choice for consumers. At the same time, if a consumer chose to 

"opt-in" for a particular benefit, this option would be available to him, enabled through 



private contract with a particular business or service provider, supporting the principle of 

autonomy by allowing the consumer to choose his own privacy preferences. 

Technological means of implementing this system and potential issues arising from 

implementation were also addressed. 

Since it is impossible to foresee exactly what advancements in RFID and other 

computing technology will be reached at the time when full-scale RFID adoption occurs, 

this research was conducted under the following assumptions: 

Most or all consumer products will be embedded with RFID tags. 

A pervasive system of W I D  readers will exist. 

Data from RFID tags can be linked to personal identity. 

RFID systems will be interoperable, allowing continuous tracking of tags. 

RFID technology will remain a fairly open system, facilitating access to 

most passive RFID tags by any RFID reader. 

7.2 Conclusions 

The goal of this thesis was to explore whether an approach could be conceptualized 

that might sufficiently protect individual privacy in the use of RFID technologies while 

simultaneously supporting a marketplace environment that would foster expansion of 

innovative RFID applications. Bearing in mind the assumptions listed in the previous 

section, several questions were posed in chapter 1 and investigated and analyzed through 

the course of this research. These questions are restated below, and are followed by the 

conclusions drawn. 



What is the minimum standard of privacy protection that would prove acceptable 

to the general populace and how could technology be used to enforce that level of 

protection? 

This research exposed that minimum levels of privacy comfort vary 

among individuals, as well as over time as circumstances change. Thus minimum 

levels of comfort need to be responsive to individual choice. By examining both 

past and current legal and technological proposals for privacy protection, an 

approach was developed based on individual choice. While the model gives 

individuals autonomy to choose, it is also makes them responsible for intelligently 

protecting their own privacy if they value it. Legal protections in the form of 

privacy legislation are included in the proposed approach, supporting choice. 

By incorporating this privacy protection method into the purchase 

transaction process, consumers are allowed to prevent the linking of tag data at 

the outset of their relationship with an RFID-labeled object. The current 

technology that is set up for credit card transaction authorization provides the type 

of architecture required for businesses and other service providers to validate the 

registry PIN number that customers provide by swiping their credit cards or 

registry cards at the time of RFID-tagged item purchases. Since current 

technology can be utilized, successful implementation of the recommended 

approach appears to be realistic. As technology advances, technological 

alterations are readily envisioned as capable of being incorporated into system 

design and operation. 



How might purchasers ofRFID-tagged items be afforded control over the amount 

and nature ofpersonal or location information that may be obtained through the 

recording and tracking oftheir tags by RFID readers? 

The Do Not Link Registry provides consumers the ability to effectively 

"opt-out" of the linking of W I D  tag data to other personally identifiable 

information. This centralized list approach has been successfully implemented 

through the National Do Not Call Registry and the legal approach recommended 

appears to be clearly supported by past constitutional case law. 

The approach proposed in this thesis enables consumers who have 

registered on the list to "opt-in" when they so choose through a standard industry- 

wide form contract approach defining the legal relationships between all 

businesses using RFID tags and all consumers choosing to register on the Do Not 

Link list. The standard contract would enable consumers to limit tag data 

collection according to their privacy preferences and to change their preferences 

over time as desired. 

How could unauthorized linking of RFID tag data to individual identities be 

prevented? 

One instance for potential linking might arise when a reader detects on a 

person several tags that were linked to the person's identity in the past when the 

person "opted-in" to linking. In this case, once the W I D  tag data reached the 

database, notification that no linking is allowed would be provided since at the 

time of purchase the person's registry ID number was stored along with the 

purchaser's name and the item's unique identifier. 



Linking of tag IDS to personal identity may be possible through the 

combination of a RFID reader and a surveillance camera. If a person was 

identified through use of an alternative method, this could be dealt with by means 

of carrying a Do Not Link Registry card that was embedded with a "privacy 

RFID" responding to RFID readers with the person's Do Not Link ID number, 

providing notification that no linking was allowed. The Do Not Link enabling 

legislation could make linking other WIDs to a person with a "privacy RFID" 

illegal, if done without explicit permission. 

Absolute prevention of linking may not be possible without the use of 

technology such as a RFID signal jamming device or a blocker tag, as previously 

discussed. However, by enacting legislation stating that individuals registered on 

the Do Not Link list may not have their names linked to RFID embedded items 

they purchase without granting explicit permission, a legal basis for action against 

violators of the laws is provided. These individuals would be subject to civil 

lawsuits for actual or statutory damages, which should provide a deterrent to 

potential offenders. 

Since a multitude of consumer RFID applications are envisioned for the future, 

how might privacy be enabled in a way that permits continued tag usability after 

the purchase of RFID-tagged goods? 

As modifications to tag technology involves both time and monetary costs, 

the proposed approach strove to provide privacy protection that did not involve 

any alterations to RFID tags. Therefore, tags will still retain their usability after 

purchase, whether utilized in the home environment or for applications outside the 



home. If the combined technological and legal model recommended through this 

research were implemented, it might drive RFID tag developments in a direction 

where legal privacy protections were enforced automatically. 

How might consumer privacy protection be facilitated, while at the same time not 

hindering the growth of useful RFID applications and the RFID market? 

The Do Not Link Registry provides a means to "opt-out" of the linking of 

personal identity to RFID-tagged items. The "opt-in" capability enabled through 

the universal private contract approach allows even those who would otherwise 

not allow linking to "opt-in" when they wish to receive some type of benefit or 

for a desired service. If no information privacy protections are provided, the 

market is likely to experience wide-ranging destructive counter technologies that 

will have a disruptive affect on the market. Since it is in the best interest of 

businesses and service providers to have access to RFID data, this will 

undoubtedly lead to the development of applications and services that incorporate 

individual choice in the setting of privacy preferences and allow users to alter 

their preferences easily and at any time. 

The conclusions outlined above support the hypothesis of this thesis, and it is thus 

ultimately concluded: 

A combined legal and technological approach has greater potential for 

sufficiently protecting individual privacy in the use of RFID technologies 

while also strongly supporting marketplace uses of such tags than would 

use of technological or legal solutions alone. 



7.3 Future Work 

RFID is a rapidly advancing field of technology. Abundant research is currently 

being conducted in many aspects of this field, such as improved tag functionality through 

increased microchip computing power and storage capacity, greater read range, 

commonality of RFID operational standards, applications of RFID technology, and 

privacy protection. In addressing RFID and privacy issues, this thesis research has 

discovered additional avenues for future work. The following sections address areas that 

extend this research specifically, in addition to suggesting other areas of related research. 

7.3.1 Extensions of Proposed Approach 

This research presents a conceptual model of privacy protection - lays out the 

model components, presents various options for system architecture, recommends one 

option to pursue, and discusses potential issues resulting from system implementation. 

Actual implementation of the proposed model was not within the scope of this research. 

In order to implement the model, further attention needs to be focused on the specific 

components of the model. 

7.3.1.1 Registry Oversight 

In considering implementation of the Do Not Link Registry, the question arises of 

which type of entity should be responsible for overseeing the system. Two possibilities 

are a government agency or a non-profit organization. As U.S. citizens are cognizant of 

recent domestic spying programs, trust in governmental oversight of personal information 

has diminished for some individuals, and they may prefer oversight by a non-profit 



organization. Conversely, other individuals may feel the government should be the 

institution overseeing such a program. Determination of which type of oversight would 

be preferred and trusted by the majority would help ensure that the registry was used by 

the largest number of individuals. If people feel they cannot trust the system, they will be 

wary of using it. 

7.3.1.2 Contract Development 

Consideration needs to be given to development of the universal contract that is 

used when individuals who have registered on the Do Not Link list decide to "opt-in" to 

linking in a specific instance. This contract would be in force between the consumer and 

the data collector. Contract design should take into account the needs and desires of 

individual users. Therefore, consideration should be given to questions such as: 

What privacy settings would individuals desire? 

Using those settings, how could the contract be developed so as to allow users to 

readily select and change their preferences? 

How would data collectors be held accountable for the misuse of data collected? 

How could industry be incentivized for model acceptance? 

Whichever contract design is chosen, the design needs to be flexible to accommodate 

multiple user preferences and support dynamically changing contract parameters 

(Bhaduri 2003). 



7.3.1.3 Legislation 

Privacy legislation would provide the strength to the Do Not Link Registry, 

allowing investigation of and action against violators of the law. Creating legislation is 

generally a difficult and a time-consuming task. In this case, with legislation requiring 

incorporation of RFID technology, it may prove to be an even more complex process and 

require considerably more effort to construct, especially because future developments of 

the RFID technology are not fully known. Initially, businesses may be inclined to block 

passage of such legislation, unless they are able to see the potential benefits and potential 

profits. 

7.3.1.4 Calculation of Costs 

As with implementation of any project, cost becomes a significant issue. Costs 

associated with implementation and maintenance of a Do Not Link Registry need to be 

calculated and responsibility needs to be assigned for cost coverage. Additionally, to 

support the verification process of registry PIN numbers at the time of a purchase, 

businesses would need to have the technological capability to perform this function, as 

well as ensuring RFID-tagged items are not linked to a person's name in the business' 

database if that person is registered on the Do Not Link list. These capabilities would 

require the installation of additional hardware and/or software. While larger corporations 

may be able to absorb these expenditures more easily, the costs may prove a heavy 

burden for smaller stores that would likely be forced to pass these costs on to their 

customers. Without the new technology, stores would have to assume that no customers 

may have their identities linked to their purchases, thereby giving a distinct advantage to 



the larger businesses. However, credit card companies might very well take on the role.. 

Other costs to be considered include technical costs in terms of additional processing 

time for purchase transactions, data storage capacity needs, and security provisions. 

Although some of these costs may seem to be quite high when considered only from a 

monetary viewpoint, when weighed against the cost to society of not protecting personal 

privacy, they may not appear nearly as costly. 

7.3.1.5 Security 

Security is always a concern when dealing with any type of personal data. 

Reliance could be placed on the same security mechanisms that credit card companies 

currently employ in the transmission and storage of data. However, due to the sometimes 

lax security measures that have led to recent data breaches, a more secure system may be 

desired. Outcry from victims of these security breaches may force credit card companies 

to develop and implement a higher level of security which could also be applied to the 

transmission and storage of registry data. Determination of the required or desired level 

of security would need to take into account not only current technological capabilities, 

but also attempt to foresee what future security issues might arise, as technology is 

advancing at a rapid pace. The appropriate amount of security necessary to employ this 

system may depend ultimately on the use to which the registry ID number is put. If at 

some time in the future this number is used as a supplement or replacement of a social 

security number, then a more robust form of security is desirable, as possession of the 

registry ID number may enable access to copious amounts of personal information, as a 

social security number does presently. 



7.3.2 Another Area of Research 

RFID technology provides a rich field of research. Privacy, though only a 

relatively small part of the research being conducted in this field, is a very important 

aspect of RFID technology. Assuming the technology becomes ubiquitous in the future, 

additional privacy concerns will no doubt arise, perhaps with each step towards ubiquity. 

Previously discussed in this thesis was the potential for embedding a RFID reader 

into a surveillance camera, possibly facilitating the identification of people whose RFID- 

tagged clothing and other carried items were not currently linked to their individual 

names. Additional technologies could be joined with RFID technology. One such 

example is combining RFID and GPS, which is already being employed in shipment 

tracking. The real-time tracking capabilities of GPS, along with the ability of RFID 

technology to link vast amounts of data to a particular tag, and therefore a particular 

individual, heightens the threat for a continuous tracking environment. With this potential 

to combine RFID with various other technologies comes the need to discuss privacy 

issues arising from specific combinations of technology, and to consider potential 

solutions to limit privacy loss. 
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